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The Kinetis K82 contains a Cortex M4F core with various
cryptographic and security features. This includes three (3!)
separate AES engines, one of which has hardware masking
support for side-channel (or ‘side band’ in the datasheet)
protection.
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In addition there is an AES accelerator for loading from flash
memory, and a general-purpose higher-speed AES accelerator.
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This target also contains a 20-pin Cortex trace port, allow-
ing you to use trace features in the core to better understand
program flow during fault events.
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K82F Target Board
For ChipWhisperer
arssiRRR The Kinetis K82 has both 256KB of FLASH and SRAM, mak-

ing it an ideal target for very resource-heavy algorithms.

CW308 UFO Baseboard REQUIRED for use!

JTAG Programmer REQUIRED for use!

Product Highlights

NXP Kinetis K82 target device in TQFP100 packaging (MK82FN256VLL15) with 256KB FLASH and 256BK SRAM
(that is not a typo, this device has a huge amount of SRAM).

Multiple AES cryptographic hardware accelerators, including with hardware side-channel power analysis protection.

Trace port allowing use of hardware trace (such as Segger J-Trace) for following program flow in real-time during fault
events. Uses standard 20-pin Cortex trace header (0.05” pin spacing).

Full design files are available under an open-source license.

JTAG header on CW308 UFO base-board allows use of standard Arm JTAG debug adapter (tested with Segger J-Link)
to program the device.

Ordering Summary
NAE-CW308T-K82F NXP Kinetis MK82FN256VLL15 UFO Target Board.

Product Links

Full Documentation https://wiki.newae.com/CW308T-K82F
Hardware Design https://github.com/newaetech/chipwhisperer-target-cw308t
Firmware Example  https://github.com/newaetech/chipwhisperer/tree/develop/hardware/victims/firm-

ware/
CW308T-K82F Datasheet
Last Update: 2019-MAY-30



Your friendly embedded security arsonist. newae.com

NewAE Technology Inc.

Schematic

CW308T-K82F Datasheet
Last Update: 2019-MAY-30

1 2 3 4
vee
vee Ul SHUNTL
33 22
=2 VBAT VDDA
Rl
23 48 - SHUNTH
VREFH VDD
—l_—24‘> NREHD VDD 2 Lo Lo 03 Lo Lo Lo
A VDD
1 %D AT B M gg DNM | DNM 100n | 100n | 2u2
=) 5351 ADCO_DMI VDD —
o< VREF_OUT VDD —I—_
=24 DACO_OUT 3
“ VDDIO_E és GND GND
=% RTC_WAKEUP_B VDDIO_E
2ot xTALR vss o
=2 EXTAL32 VSS — 6
L VSS — ==
. VSS —
R2 XTALO vss
CLKIN /e 50, EXTALO vss
Ve [ P S S
LED3 VSS 3 = 100n ] 100n_ ] 1000 ] 100n
T PTEO VSSA =)
SED ] £t PTEI/LLWU_PO
= S PTE2/LLWU_P1 0 R3
—2> PTE3 VOUT33 p—>—— ==
<1‘>§> PTE4/LLWU_P2 _%'l— GND
B Tov] PTES 20 GND
551 PTEGLLWU P16 VREGIN |2
—t PTE7
%D PTES USBU_DP <»c% vee
—551 PTE9/LLWU P17 USBU DM (<=2~ R4
—3°1 PTELOLLWU_PI8 7 T
L3 pTEN RESET B
vee ok 36et PTAONTAG_TCLK -
AGMIDO $351 PTALATAG TDI PTCO [
TAGEINS 5> PTA2TAG_TDO PTCI/LLWU_P6 <>
RS Jo7 PTA3/TAG_TMS PTC2 [t
TAGRIRST 71> PTA4/LLWU_P3/NMI b PTC3/LLWU_P7 [k
0k R ERCTR Z5‘> PTAS PTC4/LLWU_P8 <=
IRAGEDS 13%“> PTAI2/TRACE_CLKO  PTCS/LLWU P9 <k
IRICEDS 47 PTAI3/TRACE D3 PTC6/LLWU_P10 ez
i GED1 o1 PTAI4/TRACE D2 PTCT [
[RAGEDO 7251 PTAIS/TRACE DI PTC8 |
S 277 PTAI6/TRACE_DO PTCY [t
=L PTAL7 PTCI0 ig=
& PTCLI/LLWU_ P11 |-
c =4 PTBOLLWU_PS PTCI2 [ic
=351 PTBI PTCI3 fice
e 3> PTB2 PTCI14 Q‘Lm
5> PTB3 PTCIS | oo,
. ~3>1 PTBY pIC17 |20 HDRL
o2 ITAG TMS 5901 e
4__JTAG TCK * L HDR2
SENC - PTDO/LLWU_P12
AG_TDO GPIO2 RX 62 el HDR3
2 & TAG DI GPIOL TX | IS0 LPHD] HDR4
o G 2~ PTB17 PTD2/LLWU P13 k2
L nRST GPIO3 64 =~ 94 HDRS
SENC R GEGDI oo &> PTBIS PTD3 | iDRe
© O cE e PTBI9 PTDA/LLWU_P14 <2
RACEDO @ 6 s 430 HDR7
© Ol TRACEDI SCK | PTDS <¥g7 HDRS
SENE L PTB21 PTD6/LLWU P15 |<&.
RACED2 MOST 68 = 100
© O CTDS 50 2>t PTB22 PTD7 (<t
SENC S %% PTB23
1296-T20 e [P
MKS82FN256VLL15
D
Title: K82 Microcontroller &% Approved: NO “
Rev: 01 ‘ Project: K82 UFO Target License: GPL
Date: 30/05/2019 Time: 3:03:59 PM__ [ Sheet  of Copyright © NewAE Technology Inc. | NewAE.com
File: CW308 K82.SchDoc
1 2 3 4




newae.com

Schematic

CW308T-K82F Datasheet

Last Update: 2019-MAY-30

Your friendly embedded security arsonist.

NewAE Technology Inc.

2 3
A
12
Al Cl
Az SPAREL SHOAND 7 SHUNTL
CEKIN ﬁi CLKOUT(TO TARGET) SHUNTH gi SHUNL
A5 GND GND 5
—A6(> CLKIN(FROM TARGET) FILT_LP 6
GND FILT_HP
GPIOI TX A7 C7
GPIO2 RX A§N> GPIO1 GND C
realoe A5t GPIO2 FILTIN —¢
B GrIo4 A10"] GPIO3 GND —&
TRST A l<N> GPIO4 GND T
5> nRST VCCl.2v .
ISVICI: kO : :%DD SCK VCC1.8V g = \ALe
M(SS] N MISO VCC2.5V —&
N %:z MOSI VCC3.3V —¢
Ai6 ] OND VCCs.0V —&re
N GND e - GND 17
———5= PDIC h—OwuvdE GND
cs Al8 2 Ci8
A R, EEEESEE = 2 o
A20 | VrEr oggggggggaaaézwmaz LED3 €20
ZEEE8ES88S8zzoB06808888618
vee ORRRRRRRUO0CETEETEN SO T
VVAEVV Y
| fand pis oo Do sl Ko Kt Rl K] K] Bl ) I o et B =t
CW308_TARGETCON ||| e o e e B e e e
GND
=
A==l s
=|=|==|F -l <t |wn|o rl: || —]|
oo oddeld || EEEEEEEELE
C £ E E <
]
VL
D
Title: CW308 Connections ag! Approved: NO #
Rev: 01 Project: K82 UFO Target License: GPL
Date: 30/05/2019 Time: 3:03:59 PM | Sheet  of Copyright © NewAE Technology Inc. | NewAE.com
File: CW308 K82 UFO.SchDoc
2 3




NewAE Technology Inc. Your friendly embedded security arsonist. newae.com

Disclaimers

All content is Copyright NewAE Technology Inc., 2018. ChipWhisperer is a trademark of NewAE Technology Inc., registered in the United States of America
and Europe. ChipSHOUTER is a trademark of NewAE Technology Inc., registered in Europe. Trademarks are claimed in all jurisdictions and may be regis-
tered in other states than specified here.

NewAE Technology makes no representations or warranties with respect to the accuracy or completeness of the contents of this document and reserves
the right to make changes to specifications and product descriptions at any time without notice. NewAE Technology does not make any commitment to
update the information contained herein. NewAE Technology products are not intended, authorized, or warranted for use as components in applications
intended to support or sustain life. NewAE Technology products are designed solely for teaching purposes.

All other product names and trademarks are the property of their respective owners, which are in no way associated or affiliated with NewAE Technology
Inc. Use of these names does not imply any co-operation or endorsement.
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Mouser Electronics

Authorized Distributor

Click to View Pricing, Inventory, Delivery & Lifecycle Information:

NewAE Technology:
NAE-CW308T-K82F



https://www.mouser.com/newae-technology
https://www.mouser.com/access/?pn=NAE-CW308T-K82F

